EOI Notice

No0.-04/2023/Computer

Cell,dated- 10.08.2023

PATNA HIGH COURT, PATNA

EXPRESSION OF INTEREST (EOI)

FOR SCANNING & DIGITIZATION OF RECORDS OF THE

PATNA HIGH COURT & DISTRICT COURTS OF BIHAR

The Registrar

General, Patna High

Court, Patna invites

Expression of Interest (EOI) from the experienced and reputed

firms/organizations for scanning & digitization of the records of
Patna High Court & District Courts of Bihar (Legal/A4/A0). The
EOI shall be submitted in sealed cover (Technical), after site survey of

Record Rooms and Digitization Cell of this Hon’ble High Court

consisting following tentative number of files/pages on Turnkey Basis :

Patna High Court

Nature of Cases

Tentative Number of

Files

Tentative Number of
Pages (assuming
100 pages per files
which may vary)

Pending Cases

Approximately 2.14
Lakh

2,14,00,000 pages

Disposed off Cases

Approximately 21
Lakh

21,00,00,000 pages

Fresh Cases

Approximately 1.5
Lakh (annually)

1,50,00,000 pages

District Courts

Total number of
Judgeships in Bihar

37

Tentative number of pPages across the

Judgeships of Bihar (pending + Disposal)

Note: The above figures are only indicgfm

figures shall be assessed by on site visit by the interested

parties.
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GOALS OF THIS EXPRESSION OF INTEREST :

The objective of this expression of interest is to solicit proposals

from reputed firms/organizations interested in scanning and

digitization of the records of Patna High Court & District Courts of
Bihar.

SCOPE OF WORK :

1 This will include all processes regarding Scanning &
Digitization of records of Patna High Court & District
Courts of Bihar [viz., Scanning, Indexing, Storing, Meta
Data Entry, Quality Checking, Bookmarking, Achiving,
retrieval, uploading of data in DMS etc.] in secure
manner, in accordance with the “Standard Operating
Procedure (SOP)” of Digital Preservation provided by
Hon’ble eCommittee, Supreme Court of India which is

kept at Annexure-1.

2 Aforesaid Scanning & Digitization work shall also include
necessary training to be imparted to the Patna High Court and
District Courts Staff.

3 Scanning & Digitization methodology are to be adopted and
provided by the successful firm/organization in accordance with
the above Standard Operating Procedure (SOP) provided by
Hon'ble eCommittee, Supreme Court of India [Annexure-1]
maintaining 1SO standards cited therein.

4 Necessary Hardware, Software & other ICT infrastructure
required for Implementation of this project shall be provided
and setup by the concerned firm/organization and shall be
upkeep in secure manner for present and future use of Patna
High Court and District Courts of Bihar. The firm/organization

shall also provide adequate manpower for the aforesaid
scanning & digitization work.



ELIGIBILITY CRITERIA:

1. The tn/organization should be able to scan and digltize the

record with mintimum commiting

nbol pages each day as may be
decided by p

atha High Court, Patna I the space Lo bo avallable In

the Digitization Cel and/or any other sultable space/place docided

by Patna High Court, Patna provided to the ffirm for the purpose of

the said scanning & digitization work.

2. The place for Digitization of DIstrict Courts Record shall be made
available in the concerned District.

3. The firm/organization must have adequate experience in

Scanning & Digitization work and capable to do the same as per
the aforesaid SOP [Annexure-I].

4. The firm/organization must not be black listed from Government
of Bihar/Government of India/Any Government bodles/PSUs,

5. The Registrar General, Patna High Court, Patna reserves

right to accept or reject any or all proposals at any

time/stage without assigning any reason thereof.

6. A meeting regarding queries related to the feaslbility and other
technical aspects may be held at Patn

a High Court, Patna, if
required.

1) This Eol is not an offer and Is issyed With no commitment,

ll) Shortlisted firms/organizations may be required to give a
presentation before appropriate committee,
iii) The Patna High Court also reserves the rj

ght to withdraw the
EOI and/or change or vary any part thereof at

any stage,



iv) Th i

ﬁ) e Patna High Court also reserves the right to disqualify any
r.m/orgamzatlon, should it be so necessary at any stage, if Patna
High Court determines that such action is in the best interest of
the institution.

V) Each firm/organization shall submit only one application.

UBMISSION OF EOI

1 By submitting a proposal, each firm/organization shall be
deemed to acknowledge that it has carefully read all sections of
this Eol, including all forms, schedules and annexure hereto, and
has fully informed itself as to all existing conditions and
limitations. |

2 Interested firm/organizations who meet the necessary criteria
may furnish their complete Expression of Interest with all the
necessary documents in sealed cover (Technical) for scanning &
digitization of records of Patna High Court and District Courts of

Bihar within a period of 30 days from publication.
at the following address:-

Registrar IT-Cum-CPC,
Patna High Court,
Patna,

800028.

Enclosure - SOP [Annexure-|]

Registrar General
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1.Version Control

Version | Date Section Changed / Change | Brief description

No. dd/mm/yy Suggestion reference No.

1.0 1 Dec. 2020 Executive Summary 1 Data size projection
included / discussed in
brief

2 Dec. 2020 Data Protection Strategy 1 Data protection diagram
and table is enhanced

9 Dec. 2020 | Budget 1 Budget revised to
accommodate Bombay
High Court’s revised
storage requirement

2 Jan. 2021 Need 1 Data centre survey
findings incorporated

2 Jan. 2021 Executive Summary 2 Data centre survey
findings incorporated

12 March 21 | Need 1 Data centre survey
findings incorporated

1.1 19 July 2021 | Suggestion 1 1 Refer 11.11

19 July 2021 | Suggestion 4 1 Addition of search and
retrieval techniques.
Refer 8.3.3

19 July 2021 | Suggestion 15 1 Setting up of digitization
offices at district courts.
Refer 11.9.2

20 July 2021 | Suggestion 16 and 41 1 Training by state judicial
academy. Refer 16.2

20 July 2021 | Suggestion 20 1 Rank and designation of

officer in charge. Refer.
11.9.2
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20 July 2021 | Suggestion 43 1 Need of permanent cadre
of technical manpower.
Refer. 11.9.2
21 July 2021 | Suggestion 30 1 Refer. 11.9.2
21 July 2021 | Suggestion 31 1 Refer. 11.9.4
21 July 2021 | Suggestion 37 1 Refer. 11.9.3
24 July 2021 | Suggestion 58 and 60 1 Refer. 11.6
24 July 2021 | Suggestion 75 1 Refer. 11.7
28 July 2021 | Policy to separate dataon |1 Refer 4.2.1
cloud and offline media
28 July 2021 | Suggestion 26 1 Refer 4.3.1
28 July 2021 | Suggestion 72 1 Refer 8.3.3
28 July 2021 | Locations for DR 1 Refer 9.4
28 July 2021 | Table on estimated data 1 Figures are updated as
storage per the additional inputs
received
28 July 2021 | Table on scope of 1 Figures are updated as
digitization per the additional inputs
received
28 July 2021 | Table on budget 1 Revised as per the

changes in scope of
digitization and

additional requirements
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2.Executive Summary

The federal organization of the Indian judiciary must be kept in mind, while proposing an
approach for effective management of the humongous volumes of digital records produced
and managed by the courts. Every High Court has superintendence over all courts and
tribunals under its territory. It also exercises original, appellate and revisional jurisdiction. The
Supreme Court has original, appellate and advisory jurisdiction. Its exclusive original
jurisdiction extends to any dispute between the Government of India and one or more States;
or between the Government of India and any State or States on one side and one or more
States on the other; or between two or more States, if and insofar as the dispute involves any
guestion (whether of law or of fact) on which the existence or extent of a legal right depends.
In addition, Article 32 of the Constitution gives an extensive original jurisdiction to the
Supreme Court in regard to enforcement of fundamental rights. It should be noted that
District Courts use regional languages of the State, whereas, language of the High Courts and
the Supreme Court of India is English. There are around 25 High Courts and 672 District Courts

in India.

The Digital Preservation Standard Operating Procedure (SOP) for the Indian Judiciary has been
developed on the basis of international standards and best practices considering the
enormous volume of digital records being produced by them. Two rounds of surveys (3
forms) were conducted to collect information from the High Courts and District Courts for

understanding the scope, volume and current state of digital preservation.
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Estimated Data Storage Requirements
AIP (Disposed case
Digitization) on DR Site
Sr.No |High Court Location |Cloud (TB) DataSize (TB)

1{NorthEast States 191.14 582.36
2|Orissa 511.19 1,563.06
3|Delhi 440.14 1,193.69
4{Punjab 1,287.74 3,945.30
5|Karnataka 1,599.95 4,901.19
6|Madhyapradesh 1,396.99 4,094.27
7|Uttarakhand 141.27 431.98
8|Uttarpradesh 2,227.64 6,738.22
9|Kerala 208.30 638.17
10|Rajasthan 1,975.47 6,047.16
11|Jharkhand 553.27 1,682.89
12|Chattisgarh 503.88 1,457.07
13(Madras 1,200.28 3,676.14
14|(Andhra-Pradesh 1,404.59 4,303.28
15(Bihar 2,692.46 8,248.99
16|Calcutta 3,132.34 9,555.38
17|Telangana 984.12 3,010.95
18|Bombay 6,758.39 20,705.92
19|Himachalpradesh 275.57 842.63
20{Jammu & Kashmir 87.22 267.23
21|Gujarat 1,859.37 5,761.54
Total 29,431.32 89,647.42

Based on the information received from 21 High Courts during Survey - |, only 73,44,57,063
pages, which constitutes 5.9% of the total number of legacy pages, have been digitized by the
courts. As per the information received during Survey — Il and Il from 21 High Courts, around
12,42,93,90,000 pages require digital preservation, which mainly include legacy records
(disposed cases). According to the estimated projections for data storage in the table given
above, almost every High Court along with the district courts under its administrative control
will require 1-7 petabytes of cloud storage with efficient search and retrieval mechanisms in
the near future. The High Court with smaller storage requirements i.e., 25 to 300 TB may be

provided with basic server + storage-based solution.

The North East states are grouped together on the basis of survey response received from
courts of Assam, Arunachal Pradesh, Mizoram, Sikkim, Manipur Tripura, Nagaland and

Meghalaya.

The SOP plans to establish dedicated Judicial Digital Repositories (JDRs) at the High Court level
to manage and preserve the digital records of the High Court as well as the district courts
under its administrative control. Similarly, the Supreme Court of India is also required to

establish a Judicial Digital Repository (JDR) to meet its own digital preservation requirements.

Digital Preservation - Standard Operating Procedure (SOP), e-Committee n



Version 1.1

The Judicial Digital Repositories (JDRs) have to be audited and certified as per the ISO 16363
for their overall trustworthiness and reliability in the long-term to ensure legal admissibility
of digital records. ISO 16363 Audit and Certification of Trustworthy Digital Repositories also
requires compliance with ISO 27001 and other ancillary standards. This approach ensures that
there is appropriate level of decentralization at the High Court level and involvement of

stakeholders in effective data management with a long-term vision.

Therefore, the SOP recommends defining and implementing a comprehensive Information
Governance (IG) policy considering the volume of e-filing and production of digital records by
the courts. It should include clear guidelines on Electronic Records Management (ERM) as per
the ISO 15489 and digital preservation as per ISO 16363. The SOP provides comprehensive
technical specifications, open standard based file formats and guidelines for digitization. It
provides guidelines for preparation of Submission Information Package (SIP) and method for
transfer of digitized records to JDR. The SOP provides a comprehensive Data Protection
Strategy (DPS) along with step-by-step implementation guidelines. Presently the scope of
digitization is kept limited to documents but eventually the same infrastructure can be
gradually scaled to preserve other forms of digital data including electronic evidence.
Standardized metadata parameters are also defined to ensure efficient searchability,
classification and interoperability across JDRs. The SOP also provides a new proforma, which
can be used by officer in-charge of digitization, for issuing a certificate to assure lawful control
over the computers used for digitization and the integrity of digitized records as required

under section 65B of the Indian Evidence Act.

Specially designed Judicial Digital Preservation System (JDPS) and Access Portal developed as
per the ISO 14721 Open Archival Information System (OAIS) Reference Model should be used
for preservation, search and retrieval, which is necessary for obtaining I1SO 16363
certification. Judicial Digital Preservation System and the Access Portal should be
implemented in a uniform way to ensure interoperability across all Judicial Digital
Repositories (JDRs). The Access Portal will be customized for multilingual search & retrieval
as per the requirement of different states. The Data Disaster Recovery (Data DRs) will be
managed by the High Courts on reciprocal basis for each other with proper measures for

accountability.

This flagship project needs to be implemented in collaboration with a specific High Court to
establish model infrastructure, systems and best practices that can be developed and

replicated across remaining High Courts. International collaborations should be established
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with organizations like NCSC, NIJ and NIST based in the US to learn about technologies,

standards and best practices of international judicial organizations in developed countries.

The SOP provides a comprehensive digital preservation budget covering the requirements of
all the High Courts and District Courts. Based on the information received from High Courts,
a budget of Rs. 2677.76 Crore, spreading across 5 years has been estimated. Overall cost turns
out to be 0.86 paise per page. It includes the cost of digitization, metadata creation, curation,
establishment and management of Cloud Infrastructure by the High Courts, JDR
management, audit & certification, development, deployment and technical support for
digital preservation tools and software solutions. Multiple options for availing cloud services

or facility management services are provided to the High Courts.

The digital preservation SOP offers insights on how the Judicial Digital Repositories (JDRs) built
as per the international standards and best practices, could be leveraged for Al / ML based
applications to provide intelligent and accurate decision support and efficient methods to

accelerate the justice delivery for common citizens in the near future.
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3.0bjective

The Digital Preservation Standard Operating Procedure (SOP) focuses on the following

objectives.

Note: -

Digital preservation of judicial records to cover digitized as well as born digital data
(computer generated electronic records) and address the looming challenges and
threats of rapid technological obsolescence.

Envisage an interoperable implementation model and trustworthy mechanism for
digital preservation of records for the Supreme Court of India, 25 High Courts and 672
district courts for boosting efficiency, consistency and exchange of records / data
between judicial entities.

Provide coverage to all major aspects of digital preservation, as defined by the
international standards. The document incorporates select ISO standards which are
globally accepted, auditable, recognized as best practices and are readily available.
Create Judicial Digital Repositories (JDRs), which will be audited and certified as per
ISO 16363 for trustworthiness, interoperability and reliability.

The certified JDRs could be leveraged for building Al /ML based intelligent applications

to increase efficiency and accuracy of justice delivery system.

As per the universally recognized nomenclature “Digital Preservation” is a single term which

encompasses scanning / digitization, preservation, storage, search & retrieval etc. It not

only covers digitized data but also the born-digital data (most commonly referred as

computer-generated e-records), which is far more vulnerable on account of technological

obsolescence, requiring even greater attention and sustained efforts for preservation.

Digital Preservation - Standard Operating Procedure (SOP), e-Committee n



Version 1.1

4.Scope

4.1. Need
The need of digitization / digital preservation can be summarized based on the survey reports
received from various High Courts and District Courts. Refer Annexure | for sample digital
preservation survey forms, which are specially designed and circulated across all the High

Courts for data collection.

High Court wise Existing Digitization Status and Linguistic Diversity
Size of
Total Number of |Digitized
Sr. No. [High Court Location Digitized Pages |documents (TB)|Languages

1| Gauhati High Court Itanagaar, Auranchal Pradesh 0| 0|English

2|Calcutta High Court West Bengal 1,22,00,000| 20|English, Bengali

3|Chattisgarh High Court of Jurisdicture at Allahabad 19,68,00,000| 42|English, Hindi, Urdu

4|Delhi High Court, New Delhi 17,90,00,000 75|English, Hindi, Urdu

5| Guwahati High Court, Assam 2,92,17,338 15.4|English

6|High Court of Himachal Pradesh 75,34,000| 0.8|English, Hindi, Punjabi, Urdu

7|Gauhati High Court Kohima Bench 2,80,000 0.08|English

8|High Court of Madhya Pradesh, Jabalpur 15,40,00,000| 90|English, Hindi

9|High Court Meghalaya Shillong 0| 0|English, Khasi, Garo, Pnar
10| Gauhati High Court Aizwal Bench, Mizoram 29,867 0.016|English, Mizo
11|Orissa High Court ,Cuttak ,Odhisa 1,22,00,000 1.5|English, Odia
12|High Court of Sikkim, Gangtok 6,83,861 0.057|English, Nepali, Bhutia
13{Madras High Court , Chennai 50,98,000 0.581| English, Tamil
14{High Court of Telangana, Hyderabad 4,01,50,753 2|English, Telgu, Urdu
15{High Court of Uttarkhand, Nainital 1,32,00,000 0.4|English, Hindi
16{Bombay High Court 0| 0|English, Marathi
17|Daman Diu High Court 0| 0|English, Marathi
18{High Court Jharkhand, Ranchi 5,50,00,000| 5.9|English, Hindi, Bangla, Urdu
19{High Court of Karnataka 1,13,22,389 0.308|English, Kanada
20| Manipur Hifgh Court 16,40,855 0.668|English,Manipuri, Hindi
21|Rajasthan High Court 1,61,00,000 2.5|English, Hindi

73,44,57,063 257.21

The table above shows that based on the inputs received from 21 High Courts in the Survey
Form-l, approx. 73,44,57,063 pages are already digitized and 257.21 TB data is available. Most
importantly the diversity of languages used in the legacy records across various courts

requires to be noted.

As per our assessment, the High Courts and district courts have digitized only 5.9 % of the
total number of legacy records. Therefore, the scope for digitization is very vast if we consider

the total volume of legacy records, pending and new cases.
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4.1.1. Scope of long-term digital preservation

The scope of long-term digital preservation is limited to disposed of cases. As per the records

management standards only those records that have reached the end-of-life cycle (non-

current records) are selected for preservation.

4.1.2. Scope of digitization

The overall scope of digitization in the judiciary is much wider as it includes pending and newly

registered cases also. These records are current and still in process and therefore they are not

considered in the scope of long-term digital preservation.

The table below indicates the number of pages from the legacy records and projection for the

next 5 years (with 10% rise every year) including newly instituted cases and new pending

cases. Refer Annexure | for the survey forms used for data collection. The data is collected

using Survey Forms Il and Ill for page estimation. Total page count is reduced by 40% after

weeding out the unwanted records.

Scope of Digitization
Institution
Disposed [Legacy Projection for Next Total Pages after
Sr.No |High Court Location Records) Pendency 5 years Total Pages Weeding out

1| Arunachal pradesh 67,00,000 21,70,000 1,94,67,675 2,83,37,675 2,56,57,675
2| Gauhati 7,98,00,000 4,85,00,000 40,13,07,333 52,96,07,333 49,76,87,333
3| Manipur 89,00,000 14,00,000 1,51,79,474 2,54,79,474 2,19,19,474
4] Meghalaya 67,00,000 68,00,000 3,41,53,816 4,76,53,816 4,49,73,816
5|Mizoram 49,580,000 5,60,000 1,41,35,885 1,96,75,885 1,76,83,885
6|Nagaland 1,72,00,000 28,00,000 2,27,69,210 4,27,69,210 3,58,89,210
7| Sikkim 38,00,000 16,20,000 1,00,56,401 1,54,76,401 1,39,56,401
8| Tripura 1,08,00,000 6,00,000 66,41,020 1,80,41,020 1,37,21,020
9] Orissa 37,34,00,000| 12,41,00,000 30,16,92,038 79,91,92,038 64,98,32,038
10| Delhi 26,75,00,000 7,74,00,000 85,28,96,673 1,19,77,96,673 1,09,07,96,673
11|Punjab 94,34,00,000] 16,31,00,000 14,42,04,999 1,25,07,04,999 87,33,44,999
12|Karnataka 1,17,19,00,000] 31,50,00,000 75,73,60,861 2,24,42,60,861 1,77,55,00,861
13|Madhyapradesh 95,75,00,000 7,61,00,000 60,81,27,661 1,64,17,27,661 1,25,87,27,661
14| Uttarakhand 10,32,00,000 3,36,00,000 21,82,04,933 35,50,04,933 31,37,24,933
15| Uttarpradesh 1,60,12,00,000] 44,68,00,000 1,36,61,52,624 3,41,41,52,624 2,77,36,72,624
16| Kerala 15,26,00,000f 11,22,00,000 70,86,91,674 97,34,91,674 91,24,51,674
17| Rajasthan 1,44,54,00,0001 20,04,00,000 1,56,25,37,064 3,20,83,37,064 2,63,01,77,064
18|Jharkhand 40,10,00,000] 14,20,00,000 79,12,30,061 1,33,42,30,061 1,17,38,30,061
19| Chattisgarh 33,83,70,000 2,56,00,000 20,11,28,025 56,50,98,025 42,97,50,025
20| Madras 87,89,00,000] 30,58,00,000 73,71,53,187 1,92,18,53,187 1,57,02,93,187
21|Andhra-Pradesh 1,02,90,00,000 7,86,00,000 1,06,06,65,718 2,16,82,65,718 1,75,66,65,718
22|Bihar 1,97,25,00,000] 35,15,00,000 73,43,07,035 3,05,83,07,035 2,26,93,07,035
23| Calcutta 2,28,01,00,000| 20,71,00,000 83,20,24,897 3,31,92,24,897 2,40,71,84,897
24|Telangana 71,95,00,000 5,59,00,000 70,58,45,522 1,48,12,45,522 1,19,34,45,522
25| Bombay 4,95,12,00,000] 42,30,00,000 1,29,49,98,842 6,66,91,98,842 4,68,87,18,842
26|Himachalpradesh 20,13,00,000] 10,14,00,000 28,08,20,262 58,35,20,262 50,30,00,262
27]Jammu & Kashmir 6,39,00,000 7,62,00,000 32,54,09,965 46,55,09,965 43,99,49,965
28| Gujarat 72,49,00,0001 12,39,00,000 1,14,69,98,974 1,99,57,98,974 1,70,58,38,974

Total Pages 20,71,56,50,000| 3,50,41,50,000|  15,15,41,61,828| 39,37,39,61,828| 31,08,77,01,828

Total Pages after Weeding | 12,42,93,90,000| 3,50,41,50,000| 15,15,41,61,828| 31,08,77,01,828
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The need of digital preservation can be summarized as under —
= Most of the legacy records are yet to be digitized.
= Many High Courts are still to start the digitization process.
= The existing digitized records are stored in available storage systems.
= Volume of e-filing and born digital records is also growing at an alarming rate.
= Standardized and auditable mechanism for long term digital preservation needs to be
introduced.
= The linguistic diversity also poses a major challenge for OCR, search & retrieval and

translation.

A separate survey was carried out to study the availability of Data Centre facility / cyber
infrastructure of the High Courts. 17 High Courts have responded to the survey. As per the
survey, High Courts in Calcutta, Chhattisgarh, Rajasthan, Karnataka and Uttarakhand do not
have data center facility. High Courts in Bombay, Guwahati, Patna, Andhra Pradesh,
Telangana, Panjab, Jharkhand, Karnataka and Jammu & Kashmir have server rooms
comprising of 1 to 4 servers with multiple software applications already running on them.
Many have reported that they do not have cooling system in the server rooms. Many of them
have very old servers verging on obsolescence. Delhi, Madhya Pradesh and Kerala High Courts
have proper data centre facility along with servers running multiple software applications.
Delhi High Court has 22 servers, 335 TB SAN storage and 65 software applications. Madhya
Pradesh High Court has 200 TB SAN storage. Jharkhand High Court has 128 TB SAN storage.
Delhi, Patna, Guwahati and Telangana High Courts have 1 Gbps network connections. Andhra
Pradesh High Court has 512 Mbps network connection. Kerala, Madhya Pradesh, Rajasthan,
and J & K High Courts have 100 Mbps network connections. Some High Courts have 40 or 20
Mbps or even lower bandwidth or NIL network connections. Barring these minor exceptions,
we can conclude that High Courts do not have proper cyberinfrastructure for digital
preservation of massive volumes of digitized records. Also, it should be noted that none of
the High Courts have setup a cloud but they are using separate physical servers for running

software applications.
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Existing |Existing
Data Applicati [Storage |AIP on
Sr.No |High Court Location |Centre Servers |(ons (TB) Cloud (TB) [Network |Remark
1|NorthEast States Yes 2 2 0 557.04|1Ghbps 10f 2013
2| Delhi No 22 65 335 76.46|1Ghps Servers : 4 of 2012
3|Punjab No 15 12 49| 2,150.24|300Mbps |Servers : 8 before 2015
4|Karnataka No -NA- 5 0| 2,302.79(100Mbps |-NA-
5|Madhyapradesh Yes 26 11 200| 1,634.59|500Mbps |Servers : 10 of 2012, 16 after 2015
6|Uttarakhand No -NA- -NA- 0 428.04|-NA-
7|Uttarpradesh No 10 9+ 21| 3,339.20|-NA- Servers : 4 of 2012, 9 after 2017
8|Kerala Yes 11 12 + 0| 1,846.10{100Mbps
9|Rajasthan No 3 3 14.6| 1,899.80|68MBps
10]Jharkhand Yes 1 1 128 768.01|No
11|Chattisgarh No -NA- -NA- 16.2 698.05|-NA-
12|Andhra-Pradesh Yes 6 6 0 952.98|512Mbps
13|Bihar Yes 14 55 40 8.64|1Gbps Servers : 6 of 2009
14|Calcutta No -NA- -NA- 0| 1,120.17|-NA-
15|Telangana Yes 12 8 7.5 346.93|1Ghps Servers : 4 of 2014
16|/Bombay No 2 2 100| 12,490.02|50Mbps
17/Jammu & Kashmir |Yes 1 1 24 252.99|100Mbps

By and large, it is observed that standardized specifications for digitization, metadata schema,
archival systems, repository infrastructure, data protection strategy, disaster recovery,
efficient retrievability, sustenance and auditable procedures for long term digital
preservation need to be defined. The standardization of all the aspects of digital preservation
across all High Courts and district courts will definitely help in achieving greater
interoperability between data repositories and benefit the judiciary in overall acceleration of
the justice delivery system. A uniform and long-term approach for preservation of digitized
as well as born-digital records will certainly reduce the costs in contrast to non-standard and

fragmented efforts of digitization.

The SOP guidelines presented in this document can be applicable for digital preservation at

Supreme Court of India, High Courts and District and Subordinate Courts.

4.2, Digital Preservation
The following types of born-digital or digitized records require long term preservation:
= Disposed records (daily disposal);
= Disposed records (before digitization initiated); and
= Electronic documents created (digitally signed) by different stakeholders
Permanent records and the records requiring long term retention, after they have reached
the end-of-life cycle, may be considered for digital preservation in the Judicial Digital

Repository (JDR). All the High Courts have their own records retention schedules / policies.
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Therefore, the scope of records to be brought under the purview of digital preservation may

be decided by the respective High Courts.

4.2.1. Policy for digital records on cloud storage and on offline media
The High Courts need to formulate a policy to segregate the digitized records for optimizing
the cloud storage based on the usage given below:
A. Digitized records to be stored on active / online cloud storage based on
frequency or importance or likely use
B. Digitized records that are less likely to be used to be stored on offline storage
media
In case of digitized records stored on offline storage media, the cataloging
metadata of the record and storage media should be maintained in the Judicial

Digital Preservation System (JDPS) for retrieval as and when required.

4.3. Digitization
The various types of archival material/data in the courts comprise of data or
judgments/orders and other records collectively called as “COURT Holdings”, or simply
“artifacts.” The following types of holdings are being considered for digitization:

= Fresh filed cases.

= Documents received in pending cases.

= Pending records

= Disposed records (daily disposal).

= Disposed records (before digitization initiated).

= Electronic documents created (digitally signed) by different stakeholders.

4.3.1. Active and passive component of pending records
In case of pending records, there is a need to segregate active and passive ingredients of a
file. Supreme Court has carried out an exercise of defining active and passive data of a case.
The findings of that exercise can be the basis for adopting uniform standards of active and
passive data. A separate system may be necessary for managing the pending records

considering that it involves both active and passive records.

Digital Preservation - Standard Operating Procedure (SOP), e-Committee n


Hp
Highlight

Hp
Highlight

Hp
Highlight

Hp
Highlight


Version 1.1

5.International & National Scenario

5.1. JTC Report on Electronic Records Preservation and Disposition Plan by NCSC
The Joint Technology Committee (JTC) of the National Center for State Courts (NCSC) in its
report released and adopted in 2014 discusses the question of development of an Electronic
Records Policy at length and provides recommendations for Digital Preservation Policy for the
state courts in the United States of America. The JTC report also mentions that there is a need
for audit and control of digitally preserved records through ISO Certified trustworthy digital

repositories.

5.2. Uniform Electronic Legal Material Act (UELMA) in the United States
The Uniform Electronic Legal Material Act (UELMA) is a model Act drafted and approved by
the Uniform Law Commission (ULC) in the United States to create standards for
authenticating and preserving digital legal documents, such as official statutes, codes,
regulations and decisions. The model Act was approved by the ULC in July 2011. So far twelve

states in the US have since passed legislation based on the model act.

UELMA recognizes that use of digital information formats has become fundamental and
indispensable to the operation of state government. This Act addresses the critical need to
manage electronic legal information in a manner that guarantees the trustworthiness of and
continuing access to important state legal material. Technology changes quickly enough, thus
State Governments must address this issue as existing electronic legal information is already
in danger of being lost. Such a uniform act has been drafted to allow state governments to
develop similar systems of authentication and preservation, aiding the free flow of
information across state lines and the sharing of experiences and expertise to keep costs as

low as possible.

The white paper published by UELMA Preservation Group in 2018 prescribes the need to
adopt the mechanism of Trustworthy Digital Repository and Open Archival Information
System for preservation of electronic legal records, which has been recommended in this SOP

too.

5.3. British Standard on Legal Admissibility of Electronic Information
BS 10008 is the British Standard that outlines best practice for the management and storage
of electronic data. It is designed to help verify and authenticate all information to avoid the

legal pitfalls of data storage. BS 10008 outlines best practice for transferring electronic data
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between systems and migrating paper records to digital files. It also gives guidelines for
managing the availability and accessibility of any records that could be required as legal

evidence. The latest version of this standard has been released in May 2020.

5.4. National Digital Preservation Program (NDPP) by MeitY
Ministry of Electronics and Information Technology (MeitY), Government of India initiated the
National Digital Preservation Program (NDPP) in 2010. The ‘National Study Report on Digital
Preservation Requirements of India’ was prepared by involving the stakeholders from various
domains with recommendations from national and international experts. Subsequently, as
per the recommendations, in 2011, Centre of Excellence for Digital Preservation was
sanctioned as the flagship project spearheaded by C-DAC Pune along with C-DAC Noida to
work on pilot digital repositories in diverse domains such as archives, cultural heritage,

judiciary and e-governance.

As a part of this project, C-DAC developed the Open Archival Information System (OAIS) as
per the ISO 14721 Reference Model for managing the massive audiovisual digital archive
established by IGNCA, which received world’s 15t ISO 16363 Trustworthy Digital Repository
status after due auditing and certification by Primary Trustworthy digital Repositories
Authorization Body (PTAB), UK in 2017. C-DAC has designed the technical architecture for the
repository, conducted digital preservation training for the IGNCA staff and supported the
audit process. The IGNCA’s NCAA Project Team took tremendous efforts in coordination with
21 partner institutes, evolving the data and metadata specifications, selection and digitization
of audiovisual materials and quality control through-out the digitization of almost 2 petabytes

of audiovisual data.

This information has been provided to establish the availability of the digital preservation

expertise, knowhow of the standards and technological capabilities within India.

The 2" certification was achieved by the digital repository of United States Government
Publishing Office (USGPO) in 2019.
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6.Legal Framework

National Policy and Action Plan for Implementation of information and communication
technology (ICT) in the Indian Judiciary—2005 was submitted by e-Committee, Supreme Court
of India, with a vision to transform the Indian Judiciary by ICT enablement of Courts. As per
this policy, e-Courts are being established to make justice delivery system affordable and cost-
effective. The computerization of judicial procedures is producing massive volumes of e-
records. The digitization of legacy records with the courts is also resulting in humongous

volumes of data.

The risks associated with digital data due to rapid technological obsolescence are recognized
globally. The obsolescence of digital records and the evidentiary proofs can create problems
in administrative, judicial and legislative functions in addition to loss of valuable information,
intellectual property and heritage. Therefore, it is necessary to ensure that the digital records,
which require to be retained for long duration are preserved as per the international best

practices and standards.

In addition, the relevant extracts from the Indian Evidence Act 1872, IT Act 2000, IT Act
Amendments 2008, RTI Act 2005 and Public Records Act 1993 have been reproduced here,
which make it mandatory to preserve the digital records. The specific sections and clauses

from these acts are referred in this section.

ELECTRONIC RECORDS ADMISSIBLE AS EVIDENCE
LAWFUL CONTROL OVER COMPUTER

Indian Evidence
ACT 1872

. 1SO 16363
Information Certified Right To
Technology Trustworthy Information
LG A pigital Repository Act 2005
2008 for Judicial Digital
Preservation

RETENTION OF ELECTRONIC RECORDS
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Public Records
Act 1993

(=]
w
(=]
w
w
2
=
(=]
=)
<
o3
=
o
7}
n
w
o
o
<
=
o
w
-
o
=
O
o'

GOVERNMENT ORGANIZATIONS MUST MAINTAIN &
PRESERVE COMPUTER GENERATED RECORDS
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Fig. 1. Legal requirements providing for establishment of a suitable mechanism for digital

preservation

6.1. Indian Evidence Act, 1872

The section 65B of Indian Evidence Act is reproduced here to highlight the conditions defined
for admissibility of electronic records.

Section 65B. Admissibility of electronic records. —

(1) Notwithstanding anything contained in this Act, any information contained in an electronic
record which is printed on a paper, stored, recorded or copied in optical or magnetic media
produced by a computer (hereinafter referred to as the computer output) shall be deemed
to be also a document, if the conditions mentioned in this section are satisfied in relation to
the information and computer in question and shall be admissible in any proceedings, without
further proof or production of the original, as evidence or any contents of the original or of

any fact stated therein of which direct evidence would be admissible.

(2) The conditions referred to in sub-section (1) in respect of a computer output shall be the

following, namely: —

(a) the computer output containing the information was produced by the computer
during the period over which the computer was used regularly to store or process
information for the purposes of any activities regularly carried on over that period by

the person having lawful control over the use of the computer;

(b) during the said period, information of the kind contained in the electronic record
or of the kind from which the information so contained is derived was regularly fed

into the computer in the ordinary course of the said activities;

(c) throughout the material part of the said period, the computer was operating
properly or, if not, then in respect of any period in which it was not operating properly
or was out of operation during that part of the period, was not such as to affect the

electronic record or the accuracy of its contents; and

(d) the information contained in the electronic record reproduces or is derived from

such information fed into the computer in the ordinary course of the said activities.
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(3) Where over any period, the function of storing or processing information for the purposes
of any activities regularly carried on over that period as mentioned in clause (a) of sub-section
(2) was regularly performed by computers, whether—
(a) by a combination of computers operating over that period; or
(b) by different computers operating in succession over that period; or
(c) by different combinations of computers operating in succession over that period;
or
(d) in any other manner involving the successive operation over that period, in
whatever order, of one or more computers and one or more combinations of
computers, all the computers used for that purpose during that period shall be treated
for the purposes of this section as constituting a single computer; and references in

this section to a computer shall be construed accordingly.

(4) In any proceedings where it is desired to give a statement in evidence by virtue of this

section, a certificate doing any of the following things, that is to say, —

(a) identifying the electronic record containing the statement and describing the
manner in which it was produced;

(b) giving such particulars of any device involved in the production of that electronic
record as may be appropriate for the purpose of showing that the electronic record
was produced by a computer;

(c) dealing with any of the matters to which the conditions mentioned in sub-section(2) relate
and purporting to be signed by a person occupying a responsible official position in
relation to the operation of the relevant device or the management of the relevant
activities (whichever is appropriate) shall be evidence of any matter stated in the
certificate; and for the purposes of this sub-section, it shall be sufficient for a

matter to be stated to the best of the knowledge and belief of the person stating it.

Note:-

As required by section 65B, the proforma for issuing a certificate ascertaining the lawful
control over the computers and monitoring of the digitization activities is provided in
chapters 16 and 17 of this SOP, which may be helpful in establishing the evidentiary value

of digitized records.

6.2. Information Technology Act 2000
IT Act 2000 specifies the requirements for retention of electronic records (section 7)

as under.
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Where any law provides that documents, records or information shall be retained for
any specific period, then, that requirement shall be deemed to have been satisfied if
such documents, records or information are retained in the electronic form, if—

(a) the information contained therein remains accessible so as to be usable for a
subsequent reference;

(b) the electronic record is retained in the format in which it was originally generated,
sent or received or in a format which can be demonstrated to represent accurately
the information originally generated, sent or received;

(c) the details which will facilitate the identification of the origin, destination, date and
time of dispatch or receipt of such electronic record are available in the electronic

record;

6.3. Information Technology Act Amendment 2008

As per the IT Act Amendment 2008, Standing Committee Recommendations audit of

electronic documents or e-records is essential as under.

Where in any law for the time being in force, there is a provision for audit of
documents, records or information, that provision shall also be applicable for audit of
documents, records or information processed and maintained in electronic form.
67C Preservation and Retention of information by intermediaries

(1) Intermediary shall preserve and retain such information as may be specified for
such duration and in such manner and format as the Central Government may
prescribe.

(2) Any intermediary who intentionally or knowingly contravenes the provisions of sub
section (1) shall be punished with an imprisonment for a term which may extend to

three years and shall also be liable to fine.

6.4. IT ACT Notification, GSR 582
As per the IT Act Notifications GSR 582, the e-record making system or software should take

into account the following features of e-records-

= life time

=  preservability

= accessibility

= readability

= comprehensibility in respect of linked information

= evidentiary value in terms of authenticity and integrity

= controlled destructibility and
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= augmentability

Note:-

The notification of General Statutory Rules (GSR) 582 notified under the IT ACT are
extremely important as most of the software systems being used by the Judiciary or the
associated agencies are producing born digital documents in proprietary PDF formats,
which are not suitable for preservation. Judiciary needs to instruct strict compliance with
PDF/A-1a or PDF/A-1b profile for digitally signed documents or any other digitized
documents provided by associated agencies. The software systems should immediately

comply with the requirements of “preservability” as stated in the GSR notification.

6.5. Right To Information ACT 2005
As per the Right to Information Act 2005, Chapter Il, Section 4(1) every public authority is
obliged to maintain all its records duly catalogued and indexed in a manner and the form
which facilitates the right to information under this Act and ensure that all records that are
appropriate to be computerized are, within a reasonable time, computerized and connected
through a network all over the country on different systems so that access to such records is
facilitated.

6.6. Public Records Act 1993
The Public Records Act 1993 makes it mandatory that every record creating agency of the
central government, any ministry, department or office of the Government must provide
proper arrangement, maintenance and preservation of public records. Section 2 (e) of this Act
clearly mentions that material produced by a computer or by any other device produced by

the record creating agency must be preserved.

In conclusion, the existing legal framework makes it mandatory to undertake the following
activities —

= Consider digital information as records requiring preservation

= e-Records must be produced in preservable formats

= Apply the records retention policies to electronic records

= Preserve the digital information

= Protect the evidentiary value of e-records

= Ensure safe and secure custody of the digital records

= Audit requirements are applicable to e-records and digital documents

= Facilitate efficient access to digital records from anywhere in the country
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7. Certified Judicial Digital Repositories

7.1. Information Governance (IG) Strategy
Information Governanceis a set of multi-disciplinary structures, policies, procedures,
processes and controls to manage information at an enterprise level that supports an
organization's current and future regulatory, legal, risk, environmental and operational
requirements. Digital preservation of records is an integral part of the Information
Governance (IG) Strategy of any organization. The judiciary needs to create model policies for

Information Governance which can be uniformly applied across courts.
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Fig. 2. Information Governance Reference Model (IGRM) Model
(The generic IGRM Model is applicable for all organizations. Courts to interpret
“business” as “judicial activities” and “profit” as “benefits” gained towards its objective.

Image Courtesy EDRM.net)
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7.2. Need for Electronic Records Management (ERM)
As per the records management standard ISO 15489, there is a clear distinction between
current and non-current records. The current or active e-records are regularly used for the
current business of an agency, institution or organization and continue to be maintained in
their place of origin or receipt. The current e-records can be subjected to further modification
and processing. The current e-records are maintained within the e-records creation system

(Case Information System) or in the data center for live transactions.

The e-records which are complete in all respects and no longer required for day-to-day
conduct of an active business are referred as non-current or inactive records, which are
required to be transferred to digital repository for preservation. The non-current e-record is

the final output of the e-records creation system.

Itis important to note that e-records creation system and digital preservation system are two

different systems with a distinct focus and role which should not be mixed.

Incorporate e-Record Management (ERM) Practice: 1ISO 15489
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7.3. Call for Attention

Advanced Information & Communication Technologies are significantly helpful in the
modernization of judicial procedures. ICT is regarded as the key Information Governance (IG)
stakeholder for the courts. While it is so critical to leverage the benefits of ICT based solutions
for acceleration of justice to citizens, the potential threats to judicial electronic records must
also be recognized and necessary measures for long term digital preservation of judicial
electronic records needs to be implemented and institutionalized on priority. The judicial
Records and Information Management (RIM) is critical irrespective of whether it comprises e-
files /born-digital records produced by software systems or the digitized copies of legacy
paper-based records or digitized microfilms. The potential threats for judicial digital records
include —

= Digital obsolescence due to rapidly changing technologies

= Proprietary file formats

= Data corruption

= Storage media failure

= Computer virus
Therefore, Judicial Digital Repositories (JDRs) duly audited and certified as per ISO 16363
become the key mechanism for governing the information / digital records of long-term value.
The figure 4. shows various layers of activities involved in the establishment of trustworthy

digital repository.
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ISO 16363 Trustworthy Digital Repository

N
Verability & Rapnse“‘““‘

Long Term Digital Preservation
sardo[ouyday, 29 S[oO],

Digital preseryation Poicy

Sustenance

Fig. 4. Layers of ISO 16363 Certified Trustworthy Digital Repository
(The layered representation of Trustworthy Digital Repository, Image Courtesy
Proceedings of C-DAC/APA International Conference on Developing Trustworthy Digital

Repositories for Digital Preservation, 2014)

7.4. 1SO 16363 Certified Trustworthy Digital Repository
A digital repository has the responsibility for long term preservation of digital resources, as
well as making them available to communities agreed upon by the depositors of the
repository. The trustworthiness of a digital repository, as defined in ISO 16363: 2012 is
established through periodic audit and certification which guarantees the capacity of a digital
repository to deal with the threats and risks within its systems, to monitor, plan and maintain
the digital resources, as well as the ability to act and implement the strategy for digital
preservation. It provides a framework for the understanding and increased awareness of

archival concepts needed for long term digital information preservation and access.
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The Trustworthy Repository Audit & Certification (TRAC) metrics are split into three subject
groups:
= QOrganizational Infrastructure - the repository's administrative, staffing, financial, and
legal functions
= Digital Object Management - the handling of digital objects from ingests to access
= Technology, Technical Infrastructure, and Security - the technology used to handle

ingested objects

Third party audit is conducted by the accredited audit organization, which provides
certification after successful completion of the audit. After the certification is received, the
digital repository is audited on yearly basis to retain its validity. This approach is extremely

helpful in protecting and preserving the digital repositories over a long period.

7.5. Digital Preservation Policy for Courts
Therefore, in order to avoid fragmented and short-lived efforts, Supreme Court of India and
High Courts have to define and adopt a comprehensive digital preservation policy, with a high
level of commitment to establish and sustain Judicial Digital Repositories duly certified as per
ISO 16363 along with the supporting ecosystem for long term digital preservation of judicial

records.

7.6. Ecosystem for Trustworthy Judicial Digital Repositories
The ecosystem for Trustworthy Judicial Digital Repositories include -

= State-of-the-art digital repository infrastructure in terms of data centre
environment, cloud infrastructure, storage, disaster recovery site, high speed
network connectivity

= State-of-the-art software tools and systems necessary for digital preservation,
data processing, data migration, integrity and authenticity, search and
retrieval, e-discovery and annotation.

= Digital preservation and information security best practices and guidelines

= Access control as per the designated users of judicial digital repositories

= QOpen and standard based data format specifications

= (Cataloging, descriptive and technical metadata standards to enable proper
representation and comprehension of digital records

=  Well-defined data flow mechanisms to link related business processes and to
ensure proper data deposits, preservation and retrieval

= Qualified & trained human resource for managing judicial digital repositories
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7.7. Trained human resource for JDR
The roles described in this section require relevant domain expertise, knowledge of digital
preservation best practices, ability to conceptualize and develop technological solutions and

manage the digital preservation infrastructure.

= Digital Archivist
A digital archivist is an expert competent to appraise, acquire, authenticate, preserve, and
provide access to records in digital form.

= Digital Curator
A digital curator has the domain knowledge to improve the quality of information and the
data being stored in the digital repositories for present and future use.

= Digital Repository Manager
A digital repository manager has the technical expertise to manage and support the
workflows, hardware and software infrastructure necessary for digital preservation.

= Digital Repository Administrator / Archive Administrator
The digital repository administrator or archive administrator looks after the administration of
staff, budgets, facilities, logistics, and other support functions of the digital repository.

=  System administrators
Digital preservation is a highly technology driven activity, and therefore, a trusted digital
repository requires to be strongly supported and sustained by human resource with technical

skills in system / storage / network administration and cloud management.

7.8. Digital Preservation Standards

The Judicial Digital Repository infrastructure, High Courts and the JDR management staff
should collectively gear up the capacity for comply with international standards and best
practices related to digital preservation as under -

= |SO 16363 Audit & Certification of Trustworthy Digital Repositories

= |SO 14721 Open Archival Information System (OAIS) Reference Model

= |SO 13008 Digital Records Conversion & Migration Process

= |SO 13028 Implementation Guidelines for Digitization of Records

= |SO 15489 Records Management

= BS 10008 Evidential Weight & Legal Admissibility of Electronically Stored

Information (ESI)

= |SO 27001 Information Security Management
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The list of international standards needs to be updated regularly for keeping pace with new
technologies and the evolving nature of best practices. Also, the relevant national level digital
preservation standard and guidelines notified by MeitY such as eGOVPID Metadata Dictionary
& Schema and Production of Preservable e-Records (PROPeR) must be suitably incorporated

as these are designed to meet the requirements of above listed ISO standards.

7.9. Digital Preservation Planning
The judicial digital repositories to regularly prepare detailed digital preservation plans with
consideration for data volume estimation, threat assessments, data migration requirements,
refreshing of storage media, infrastructure upgradation, manpower and capacity building, risk

management / mitigation, disaster recovery and budget provisions for sustenance.

7.10. Audit & Certification
In order to ensure trustworthiness, the Judicial Digital Repositories to obtain ISO 16363

certification from the accredited third-party organization through regular surveillance audits.

It must be noted that ISO 16363 builds comprises of many ancillary standards along with ISO
14721 OAIS Reference Model at its core.

7.11. Advantages
Establishment of Certified Judicial Digital Repositories will provide following advantages and

benefits to Indian Judiciary.

Duly audited and certified (as per ISO 16363) Judicial Digital Repositories will enable
the Supreme Court of India and High Courts of India in effective management and
consolidation of the digital information / digital records (born-digital & digitized both)

with proper accountability.

= |t will also reduce the scattered efforts to digitize and manage the records locally with

inconsistent and non-standard practices.

= Traceability and availability of digital information / digital records of long-term value

will significantly improve.

= |t will reduce the existence dark archives, which get created out of non-catalogued

records packed in boxes and digital data stored on offline / obsolete storage media.
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= |t will be possible for the judiciary staff to take proper care of the legally sensitive
digital records. Very often all information whether sensitive or not is lying in the
software systems. The practices of digital preservation regime can help in identifying

such valuable information /digital records to ensure protection and preservation.

= |t will be possible to develop Al/ML based intelligent decision support and analytics

for accelerating justice delivery on top of the Judicial Digital Repositories (JDRs).

= The judicial digital repositories to maximize the benefits of digital records preserved
in its custody for strengthening the judiciary, while adhering to the rules and policies
governing the data / digital records.
= Efficient access and availability of digital records
= Semantic linking and referencing between digital records
= |mproved reliability of digital records

= Increased confidence in legal admissibility of digital records

7.12. Flagship Project to Establish Judicial Digital Repository
The flagship / lead project to implement Judicial Digital Repository may be undertaken with
one of the High Courts on priority. It will help in developing the model infrastructure along
with the software tools, and tried & tested procedures, which can be speedily replicated and
deployed in other High Courts. It will also help in improving the overall approach for
implementation by avoiding the mistakes and lessons learnt. More detailed SOPs and

guidelines can be evolved.

7.13. International Collaborations
As a part of the flagship project, international collaborations with organizations like National
Centre for State Courts (NCSC), National Institute of Justice (NIJ) and National Institute of
Standards and Technology (NIST) in the US may be explored for conducting joint workshops,
conferences, study visits and training programs. Such initiative will help the teams to learn
from the implementation models in developed countries and give wider exposure to
technology trends in judiciary. Organizations like NCSC, NIJ and NIST have been evolving
policies and standards for dealing with key topics like technology standards for advancing

justice, legal admissibility of e-records, e-evidence preservation and access since long ago.

Digital Preservation - Standard Operating Procedure (SOP), e-Committee E



Version 1.1

8.Digital Preservation

8.1. Definition of Digital Preservation
Digital Preservation is a secure and trustworthy mechanism to ingest, process, store, manage,
protect, find, access, and interpret digital information such that the same information can be
used at some arbitrary point in the future in spite of obsolescence of everything: hardware,

software, processes, format, people, etc.

The e-record has to be preserved in such way that it should be possible to find, read,
represent, render and interpret the information accurately, corresponding to the original
record, along with all associated information necessary for proper comprehension. The e-
record has to be preserved in such a way that it will remain accessible, reliable, discoverable,

authentic and usable for subsequent reference.

Therefore, archival software and digital preservation tools are required to be developed and
deployed. The ISO 14721 OAIS Reference Model has to be adopted by the Indian Judiciary to

meet its digital preservation and access requirements.

8.2.1SO 14721 Open Archival Information System (OAIS) Reference Model
ISO 14721:2012 defines the reference model for an open archival information system (OAIS).
An OAIS is an archive, consisting of an organization, which may be part of a larger
organization, of people and systems that has accepted the responsibility to preserve
information and make it available for a designated community. It meets a set of such
responsibilities as defined in this International Standard, and this allows an OAIS archive to
be distinguished from other uses of the term "archive". The term "open" in OAIS is used to
imply that 1ISO 14721:2012, as well as future related International Standards, are developed

in open forums, and it does not imply that access to the archive is unrestricted.

The OAIS Reference Model provides
= aframework for the understanding and increased awareness of archival concepts
needed for long term digital information preservation and access,
= the concepts needed by non-archival organizations to be effective participants in
the preservation process,
= a3 framework, including terminology and concepts, for describing and comparing

architectures and operations of existing and future archives,
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= a framework for describing and comparing different long-term preservation
strategies and techniques,

= abasis for comparing the data models of digital information preserved by archives
and for discussing how data models and the underlying information may change
over time,

= a framework that may be expanded by other efforts to cover long term
preservation of information that is not in digital form (e.g. physical media and
physical samples),

= expands consensus on the elements and processes for long term digital
information preservation and access, and promotes a larger market which vendors
can support, and

= guides the identification and production of OAIS-related standards that require to

be tailored to meet the domain specific requirements.
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Fig. 5. High-level representation of OAIS Model
(Image Courtesy, ISO 14721:2012 Open Archival Information System (OAIS) Reference
Model. OAIS is resourceful with functional guidelines and procedures, wherein each high-

level block is exploded with minute operational details.
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8.3. Specially Designed Judicial Digital Preservation System (JDPS)
A comprehensive software system based on OAIS Reference Model needs to be especially
designed and developed for the Indian Judiciary based on exhaustive study of the
requirements of the legal domain. The software can be developed using open technologies
with well-documented source code for regular upgradation and consistent version control.
The Judicial Digital Preservation System development requires two distinct modules namely
Archive Management and Access Portal. A separate module may be considered for managing

the pending case records.

8.3.1. Archive Management
The Judicial Digital Preservation System (JDPS) to provide necessary functionalities for
Submission Information Package (SIP) validation, metadata creation, automatic metadata
extraction, ingest, storage and archive management, Archival Information Package (AIP) and
Dissemination Information Package (DIP) configuration, access control, annotation, integrity

and authenticity information.

8.3.2. Access Portal
The access portal to allow acceptance of Submission Information Packages (SIPs) and online
metadata creation by subordinate courts. It should use reliable mechanisms for user
authentication, user management and access control. The portal to provide access to digital
records along with descriptive metadata or entire Archival Information Package (AIP)
depending on the user privileges. Configurable Dissemination Information Package (DIP) to

be provided for the designated users.

8.3.3. Search & Retrieval
The access portal to provide the following types of search mechanisms to retrieve relevant
information / digital records from the Judicial Digital Repository-
Query in English, Hindi and Regional Languages
Fuzzy search
Full text search

Cataloging metadata search

o O O O O

Parameter-based / facetted search with filtering mechanism
Boolean search mechanism with options
Wild card search

Logical search, proximity search

O

o O

Search within search, nested keywords

O
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o Elastic search

Note:-

There are many types of search methods available as mentioned above. It is necessary to
select appropriate type of search methods for the given digital repository as the search
functionality depends on the quality of data and metadata e.g., full text search depends on
availability of extracted text (OCR in case of digitized records) and the accuracy of OCR for
the documents being searched. In case of noisy / inaccurate OCR, it only consumes the
compute resources without providing greater searchability. Text summarization techniques

are used to optimize and reduce the load on full text search.

8.3.4. E-Discovery
With the rise in the volume of Electronically Stored Information (ESI) in Judicial Digital
Repositories, e-discovery tools will be necessary to analyze, review and extract meaningful
and relevant information from preserved data in terms of digital documents, audio video
material and information in other electronic formats. The data collection, documentation and

preservation methods have to be properly organized for effective e-discovery.

8.3.5. Scalability
The scalable framework of Judicial Digital Preservation System (JDPS) should allow addition

of new ingest procedures depending on type of data.

8.3.6. Access Control
The JDPS should allow configuration of different policies for public and private records with

controlled access as per the designated users.

8.3.7. Customizability
The Judicial Digital Preservation System to allow customizability in terms of regional language
support, record retention schedules and policies which may differ from court to court within

the common framework.

8.4. Benefits of Standardized OAIS Implementation
The digital repositories should be established using the standardized Judicial Digital
Preservation System (JDPS) across High Courts and Supreme Court of India. This approach

provides following tangible benefits to Indian Judiciary:
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Interoperability between Judicial Digital Repositories

Homogenous and standardized implementation of the judicial digital preservation
system across High Courts,district courts and the Supreme Court of India will ensure
interoperability and easy exchange of data using standardized protocols and APlIs.
Scalable Framework

OAIS provides a generic reference model with exhaustive documentation of functional
procedures. It is designed for scalability and adaptation, as per the domain specific
requirements.

Reduction of Cost and Duplicate Efforts

Standardized implementation of judicial digital preservation system will avoid similar
duplicate efforts causing greater expenditure and repetition of inconsistent efforts

resulting in incongruent and non-interoperable systems.

Greater Stability and Reduced Technical Support
It is possible to provide more stable system as there is a distinct pattern in support
requirements and errors in its performance. It makes it lot easier to provide technical

support and reduce the maintenance cost for the organizations.
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Fig. 6. Functions of Ingest as per OAIS standard
(Image Courtesy, ISO 14721:2012 OAIS Reference Model)
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Managemen